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PenQuest Introduction

IT security as strategy game
• PenQuest is a turn-based, digital 

two-player board game based 
on real (hacking) threats and 
means of mitigation

• Created to teach security 
concepts & threat 
mitigation

• Mix of genres
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IT security as strategy game…and more.

PenQuest Introduction
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PenQuest

Security
meta model

Published

Educational 
game

Alpha version

AI-enabled risk 
assessment tool

Work in progress



Once upon a time…
• PenQuest was born as 

conventional board 
game used to gamify a 
model for intrusion 
detection event 
classification.

• Required a human 
game master

• And today?

Evolution
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PenQuest today

5Fig.: Game phases and player turns



Game mechanics

Game loop
• Attacker is assigned a target (e.g., database server) and goal and 

plays actions to achieve his or her malicious objective
- Confidentiality ► Data theft
- Integrity ►Manipulation of data, sabotage
- Availability ► Denial of service

• Defender uses different actions to prevent or mitigate the damage
• Both sides can procure and use tools (software, systems, etc.)

- Permanent equipment (password crackers, firewalls, etc.)
- Malware, exploits & fixes
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Game loop

Game mechanics
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Shopping

Attack

Defense
The game ends when the…
• Attacker reaches their goal in time
• Defender holds down the fort: 

Attacker does not reach their goal



Framework

Game components
At its heart, PenQuest is 
very flexible:
• Everything can be 

customized
• Focus e.g., on more 

technical or orga-
nizational aspects

• Small demo to huge 
multi-stage campaign
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PenQuest Framework

Actors

Company 
Network

Assets Actions Equipm. Goals

MITRE 
ATT&CK vs.
NIST 800-53

Script
Kiddie vs. 

Corporation

Darknet 
Hacking 

Tools

DDoS 
Webserver



Actors
Every player has a role and defining attributes



Game components

Assets
…define the game board & represent targets
• Each asset has 3 separate damage indicators corresponding to an 

attacker’s possible goals
• Confidentiality
• Integrity
• Availability

• Attacker has to progress along a simplified cyber kill chain
• Arrows between assets indicate possible lateral movement
• Dependencies between assets, privilege requirements, and more.
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Actions
...represent what 
attackers & defenders 
can do in the game. 
We use established 
frameworks:
• Attacker: Derived 

from MITRE ATT&CK, 
CAPEC

• Defender: NIST 800-
53, MITRE D3FEND
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Game components



Game components

Equipment
…supports actions thru 
additional effects:
• Malware & exploits
• Pentesting tools
• Scanners
• Antimalware solutions
• Security appliances
• Fixes for exploits
• …
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What’s next?

INferring Optimal DEfense Strategies from PenQuest
• INODES (University of Vienna) is a follow-up project based on our 

educational game

• We focus on 2 approaches:
• Model checking
• Reinforcement learning
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Main objective: Infer the best possible defense strategy for a 
given attack on an information system infrastructure.



PenQuest links worlds
• Real attacks, real controls
• Numbers are derived from common data sources ►
• Allows you to build your own network topology
• PenQuest is (or will be)…

- Security model
- Educational game
- Risk assessment tool
- Attack simulator (we hope that „penquesting“ catches on)
- Strategy optimizer

Conclusion
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Who are we?
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Let’s play!

Contact
robert.luh@fhstp.ac.at
https://www.pen.quest

mailto:robert.luh@fhstp.ac.at
https://www.pen.quest/

